
Be Cyber
Safe

Robert Siciliano says that 
there will be growing 
attacks of ransomware, 
where fraudsters take 
control and hold hostage 
a device, such as a mo-
bile phone or computer, 
in exchange for money. 

With the rise of the 
‘Internet of Things,’ 
(IOT) home devices, 
such as security cam-
eras, routers, garage 
door openers and other 
controllers, could also 
be at risk of being taken 
over. Most devices come 
with default passwords; 
Siciliano advises that 
any peripheral devices 
and networks have their 
own updated passwords 
unique to each device 
and that the passwords 
are changed often. 
Update security software 
as well.
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Robert Siciliano, Boston-based CEO of IDTheftSecurity.com 
says, “online scammers love the holiday season; they wait 
for their prey.” Here are some tips to be safe during online 
holiday shopping.
• Back your data up every day on a separate drive or 

the cloud. 
• Have a different password with every retailer you 

have an account with.
• Avoid buying from small merchants whose sites are 

usually not secure. 
• Ignore emails from any and all retailers. 
• If you end up opening an e-mail allegedly from a 

merchant, do not click on any links.
• If you want to shop at eBay, go there directly. Buy only from sellers with very 

positive feedback.
• Be highly suspicious of someone asking you for money to get through the 

holidays; it’s most likely a scam.
• Avoid public Wi-Fi when online shopping or conducting transactions. 
• Buy common items at big-name retailers who have secure sites (a padlock 

symbol followed by “https” for the URL).
• Review every charge on statements and question anything that doesn’t look 

familiar.

Every website subscription or account asks for strong passwords 
but few people can remember all these passwords. The solution, 
according to Robert Siciliano, is password management soft-
ware, like RoboForm, LastPass and 1Password. Password man-
agers can generate complicated passwords and remember them 
for each of your accounts so you don’t have to. 

Password Management Software
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• Choose unique passwords that 
you’ll remember but are diffi cult 
for others to guess. A combination 
of letters, numbers and special 
characters makes it stronger. 
Remember to change it every three 
months.

• Never disclose your passwords/PINs 
to anyone, especially online, not 
even to the police, your fi nancial 
institution, your insurance company 
or your Internet service provider. 

• Use a software fi rewall. Firewalls 
guard your home network from 
potential hackers and offensive 
websites. 

• Use anti-virus and anti-malware 
software. Updated anti-virus and 
anti-malware software can protect 
your computer from threats and 
cyber-attacks. 

• Guard your mobile device; never 
leave it unattended. Be sure to use 
your phone’s built-in lock function 
and password-protect it for start-up 
or time-out.

Steps You Can Take to 
Protect Yourself Online:

Source: TD Bank

Cyber-Fraud: 
What’s Next?

Scammers create 
fake emails, 
websites and phones 
messages, designed 
to lure you in.

The messages 
look legitimate by 
using professional 
language, branding, 
logos and email 
addresses.

An email from your 
bank, getting you 
to log in using your 
account number and 
password, is a typical 
ploy.

Your personal 
information, grabbed 
from social media like 
Facebook, can make 
a message seem real.

Don’t disclose any 
information online 
to anyone, even the 
police or a bank.

How Phishing Fraud Works
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ber
The 

holiday season 
is a time for giving 

but, for online criminals, 
it is a time for taking. 

Because we spend more time 
shopping online this season, 
visiting unfamiliar websites 
and opening emails from 

retailers, we are more 
vulnerable to online 

fraud.
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